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Challenge 
Forensics 

 

Process 

 

 

We start off with a macro enabled word doc 
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Unfortunately, this macro appears to be password protected, to try to get around 

this, I extract the word document so I can view the contents, specifically the VBA 

Macros 

 

 



3 
 

 

Once here, I open up the “Module1” Macro in 010 Editor  
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Here I was able to see what appears to be an encoded powershell command. I 

decoded the text from Base64 

 

Now I have another command, this one is a little easier to read but still not 

entirely clear. 

 

I broke this down into the individual steps that the script walks through and 

rewrote the code so I can read it. 
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The first two join commands translate to I and E, so we have iex, which is an alias 

for the Invoke-Expression cmdlet. So we know this script is executing the next 

argument. 

This is a little trickier but I do see iwr, which is an alias for invoke-WebRequest, 

which will open a website. 

Next, we see some char bytes, all I did to decode these was enter them into a 

powershell console 

 

Then I just needed to decode the URL encoding to get the flag 
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Flag 
HTB{k4REfUl_w1Th_Y0UR_d0CuMeNT5} 


