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Challenge 

 

Process 

 

 

The TraceFormat folder seems to be useless, so I will ignore it for now. 
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Good ol’ windows logs… 

Most of these seem to be pretty small, so I am going to sort by size to see what 

logs have the most data and start there 
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The system data archiver log has the most logs by far, so I will start there; 

however, I have low expectations of finding anything. I am going to guess most of 

this is going to be noise, but I will look anyway. 

 

I setup a new folder for HTB logs specifically so I can keep all these logs organized. 

After looking through these logs for a bit, I do not see anything that stands out, so 

I am going to move onto the next one, PowerShell Operational. 

This seems like it will be high fidelity as the challenge references powershell. 

PowerShell Log Reference 

 

https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_logging_windows?view=powershell-7.1
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Right away I am already intrigued as I see Invoke-Mimikatz in the very first log. 

Let’s go back a little bit and see how this all started. 
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The first script block I see is a call to PowerUp, a Windows PrivEsc tool. 

Looking through this a bit more we can see that the flag is actually right there, so 

we don’t need to keep digging for this particular challenge 

 

Flag 
HTB{8Lu3_734m_F0r3v3R} 


