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Traffic from port 4444 seems very abnormal, this is the default port for Metasploit 

so let’s look into it a bit by following the TCP stream 
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It looks like we found packets from a webshell  

Something that caught my eye was this failed download attempt followed by the 

execution of certutil to download the same file.  

 



3 
 

CertUtil is a legitimate command but can be used by attackers to download 

malicious files.  

https://docs.microsoft.com/en-us/windows-server/administration/windows-

commands/certutil 

https://www.sentinelone.com/blog/malware-living-off-land-with-certutil/ 

 

Anyway, back to the challenge. 

We see the string JBKEE62NIFXF6ODMOUZV6NZTMFGV6URQMNMH2IBA 

This most likely has some importance so let’s throw it in CyberChef and see what 

we get. 

It looks like that string is base32 encoded and the decoded string is our flag 

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/certutil
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/certutil
https://www.sentinelone.com/blog/malware-living-off-land-with-certutil/
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Flag 
HTB{MAn_8lu3_73aM_R0cX}   


